Archery Scoring Software

Security Module

I have been asked to include some kind of password protection to prevent the software being used
by anyone unauthorized to do so, particularly during the scoring phase of a competition. I have
added a module that allows the end user to setup levels of security from 1 — 255 and restrict access
to each individual screen based on the access privileges the user has. For the purpose of distribution
and our own club use, I have setup each procedure to have an access level of between 1 and 3 (you
can alter this at any time) For example to delete records or to access the scoring screen then a user
must have an access level of 3 or higher. To view most of the information, an access level of 2 will
work. It is also possible to easily swap users during a session, so for example if you want one
person to log competitors into an event but someone with higher privileges to score, then this is
easily achieved. Please Note: you must have one or more users with administrator privileges to be
able to add new users and modify the security level of each screen. Also, only an administrator can
access the security log to see who has been logging in and what screens they have been accessing.
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Here is the login prompt, the program is shipped with two users PLEASE CHANGE THESE AS
SOON AS YOU HAVE SETUP YOUR OWN USERS.

Admin level user with level 3 privileges USER ID : admin PASSWORD: admin

Normal User with level 2 access USER ID : user PASSWORD : user



Changing a Password

A user can change their own password at anytime they are logged in.
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First Select — 'Change Password' from the Tools menu.

uzer 1d = admin Password = admin

User 10 | admmin
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You now must confirm your old password then enter a new password. Please note that you cannot
re-use the same password. If you decide you want to keep your original password just click the
cancel button.



Administration Functions

Adding, Editing or Deleting Module(Screen) security

Each program module or screen can be individually controlled. The access level set by an

administrator. First you must login as an administrator.

To edit or delete an existing procedure

Select 'Module Security Admin' from the Tools menu and the following screen will open.

Security E“ O |g|

Frocedure Mame Dezcription Aocess Level ~
Aocesz| Add Edit | Delete
azzignT argetzDoublek2 Azzign Targets to a Double or x2 2 2 2 3
Bookln Book in Competitorz 2 2 2 3
BooklnD ouble Score or Book a Double - Select 2 2 2 2
Browzelompetitors Browsze the Competitors File 1 2 2 3
Browszeevent Browze the event file 1 2 2 3
BrovwseR ound Browse the Round file 1 2 2 3
{BrowseSle Browsze the Shyle file 1 2 & 3
Browsetargets Azzigh and Manage Targets 2 2 2 2
checkindouble Check in a Double 2 2 2 3
dizplayzcores Dizplay Scores 2 3 3 3
EditClubz Browze the Clubz File 1 2 2 3
EditT eamCategories Edit Team Categories 2 2 2 3
EFfAScoecard EFAs Scorecards 2 2 2 2
FITA30 Fita Scorecards 2 2 2 2
HuzbandwifeSetup M anSwfife/Couples 2 2 2 3
ManageT eams Teams &dmin 2 2 2 3

ManuallwdsddT argets Manually Add a Target 3 3 3 R

Inzert ] [ LChange l [ Delete ]

Here you can see the actual procedure name in the left hand column, a more friendly description in
the next column and finally the access levels required to Access, Add, Edit and Delete records
accessed from that screen or procedure. To delete an access level of an existing procedure simply
click the delete button when the procedure is highlighted by the blue scroll bar. If you delete the
access levels then anyone running the program will have full access to the particular procedure. You
can of course go back and re-add the access levels at anytime in the future.

To edit an existing access level, click on the 'Change' button and this will open an edit window as

shown below.



Security

Procedure Name Changing a Security Record

azzign ] argetzD oublek2

Bookin Procedure Mame: | BrowseStyle
BooklnDouble o

Browzelompetitors Description: Browse the Styls file
Browseevent

BrowzeRound Access Level: 1 =

{BrowseShle
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dizplayscaores
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You cannot edit the procedure name as this is my reference within the actual program to call each
procedure. However you can alter the user friendly description. The first numeric field is the
'Access Level' this is the level a user must have to be able to even view the screen. Often all the
other levels will match, however you may want to make the 'Delete Access Level' higher than the
add or edit level.

When finished editing simply close this window with OK.

To add an Access level to a Screen that is not protected or to a screen that you have previously
deleted the access level to, simply re-open the screen or level that you wish to add security to, close
it, then immediately select '"Module Security Admin' from the Tools menu, this will open the above
screen in a position ready to edit the security levels.

Adding, Editing or Deleting Users

Possibly the most important function is the ability to add, edit or delete users from the security

system. While you can create up to 255 levels of security I would suggest you keep the number as
low as possible for your clubs needs . First select 'Security User Admin' from the Tools menu and
the following screen will open (Remember always to have at least one user with admin privileges)



Security

Uzer D Uzer Mame AW Access Level
admin | uzer id = admin Password = admin
Lizer uzer id = uzer password = uzer Yiew Only i i

Inzert H Change ][ Delete ]

Locate [D;

Here you will see a list of all users, the functions are self explanatory, Add, Change or Delete.
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Here is where you set the access level and whether or not this user is an administrator.



Viewing Access Logs

Although this function may never be required, if there is ever a dispute about which user was
logged in at whatever time, in screen 'X' then this function may help. Select the 'Security Tracking
Admin' from the Tools menu and the following screen will open:

Security E”§|E|

zerld Jzer Hame Date Time Achion | Descrption ~
admin wzer id = admin Pazsword = admin 190642007 1k 1k 0| Login - zplazh]
1906/ 2007 1615 0| zplashl
19/06/2007 16:15 0| kain
admin uzer id = admin Pazsword = admin 19/06,/2007 16:110 0| Login - zplash
1906/ 2007 16:10 0| zplashl
19/06/2007 16:10 0| kain
admin uzer id = admin Pazsword = admin 19/06,/2007 11:34 0| Login - Login - gplas
LIzer uzer id = user pazzword = uger Wiew Only 190642007 11:33 0fLogin - zplazhi
19/06/2007 11:33 0| zplashl
19,06,/ 2007 11:33 0| Kain
admin uzer id = admin Pazsword = admin 190642007 11:31 0fLogin - Log in - zplas
Lizer uzer id = user pagsword = uzer Wiew Only 19/06,/2007 11:30 0| Login - zplash
1906/ 2007 11:30 0| zplashl
19/06/2007 11:30 0| kain
Lizer uzer id = user pagsword = uzer Wiew Only 19/06,/2007 11:14 0| Login - Login - gplas
admin uzer id = admin Pazsword = admin 190642007 11:14 0fLogin - zplazhi
19/06/2007 11:14 0| zplashl
1906,/ 2007 11:14 0| Kain w
Fram: | Ta: | User Id: | Frocedure: |
’ Delete Cument Filter ] [ Get Log ] l Cloze

It is fairly basic but it does give enough information to track access.
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